Abstract. Data is playing an important role in information age. When disasters appear, the data will be lost without backup system in a computer. We designed a high-safety disaster recovery system based on SAN (storage area network), WDM (wavelength division multiplexing transmission) and remote mirroring technology to recover the lost data caused by misoperation, virus and hackers. Compared with the existing recovery software, the proposed system needs smaller storage space and has higher security and better compatibility.
Introduction
With the increasing need of data in computer and network fields, it's necessary for us to study the ways to save and transfer mass data. When the system in computer is subjected to a sudden violence, it is the must to restore the normal operation in the shortest time to continue the work; otherwise, there will be great losses in the economy and military.
For a past decade, foreign researchers have dedicated to the study of data recovery theory and technical problems, which is far earlier than those in China. Therefore, the data disaster recovery system in foreign countries is prior to that of in China. The products of IBM and VERITAS such as SAN, NAS and the remote image data recovery system are more advanced and mature. In China, there are only a few companies developing data recovery software; what's more, they have applied well-developed data recovery principles and solutions. At present, the customer-oriented software has been flocking to the IT market. For example, the data recovery software lunched by 360 Enterprise can meet the needs of the basic data recovery.
Disaster-tolerant System
The disaster-tolerant system is commonly known as the data disaster recovery system, which can be used to protect the application system to an maximum extent when it suffers some disaster damages.
In recent years, NAS system and SAN system have been widely used in computer and network. NAS system is based on TCP/IP protocol with low security, thus, it can be used to process basic affairs; SAN system is based on optical fiber communication protocol with high storage efficiency yet high cost. It is widely used to transmit a large amount of data and backup database. Comparatively speaking, it is more convenient, safe and stable to operate. Most importantly, it can meet the requirements of disaster-tolerant system.
With the development of optical fiber technology, the optical fiber is used as medium in long distance transmission where WDM is applied.
We propose a novel network-based disaster-tolerant system according to the typical structure of the existing disaster-tolerant systems. The present system can be operated in the majority of operating system with its simple structure and easy operation (see Figure  1 ). Network-based disaster-tolerant system consists of three main systems: the main system, the local disaster-tolerant system and the remote disaster-tolerant system.
If the damage is not so serious and the local master server cannot normally operate, the local backup server can be started to switch to the backup server, which simplifies its recovery. If the local backup server has been damaged, it can immediately start the local disaster-tolerant system. If the local backup and the local disaster-tolerant system have been damaged, the remote disaster-tolerant system will begin to act. In this case, the local server can connect to the remote disaster-tolerant system immediately, which shortens the recovery time to guarantee its operation and minimize the loss of data.
Design and Test of Disaster-tolerant System
The file recovery system is to recover the lost data caused by users' misoperation, hackers' invasion and the system sudden collapse. In the Windows system, when a file is deleted, the operating system does not erase all the data in a file, instead, it makes a mark on a file, which explains why the lost or deleted data can be recovered. The system makes a deleted identification in FDT, which means the first byte of the file name is recorded as E5H, and the value in the file allocation table is recorded as 0H. But in fact, the data in the DATA is not erased.
The data disaster-tolerant system is used to find out the deleted files in the designated disk and to recover the lost data.
The principle of the program design is to search for the deleted files marked with "E5", and recover them by using data link. The recovery process is as follows:
The Features of Data Disaster-tolerant System
(1) Security The download data disaster-tolerant system may carry virus due to its low security. Therefore, when the system runs on the user's computer, the virus will attack its computer. While our proposed data disaster-tolerant system is designed to use C language to write which makes it safe and reliable.
It will make the virus in the computer.
(2) Economy Compared with the common recovery software on the network, our proposed data disaster-tolerant system is free of charge, and its recovery function is the same with that of other paid software.
(3) small-occupied space and free installation The proposed data disaster-tolerant system is 280KB, which need not occupy the hard disk memory. Therefore, the users copy the system on the computer when they want to use it.
(4) Besides the above mentioned merits, the proposed data disaster-tolerant system has its shortcomings such as slow scanning speed, lack of file preview function and low scanning options. To be specific, the users can only see the file name, size and creation time of the file after scanning; and when recovering the lost file, we can operate it one by one; plus, it's not possible for users to specify the creation time, size, type as well as special scanning of the file.
Summary
This paper firstly reports the disaster-tolerant system, including its theory, technology, the main methods and its future development trend; Then, it presents the researches on the related technology used by the disaster-tolerant system, such as transmission technology, backup technology and the principle of data deletion, data recovery. Finally, VC is introduced to write the corresponding program, which can recover the lost data caused by misoperation and virus destruction quickly.
